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Abstract In this paper, we propose a deterministic quantum communication protocol using weak coherent states and

pulsed homodyne detection. In this protocol, the communication parties exchange their secret information determinis-

tically in two rounds. The devices and efficiency of the protocol are discussed respectively. We also show the security of

the protocol against intercept-resend and Trojan-Horse eavesdropping attacks.
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1 Introduction

The main goal of cryptography is to make secret mes-

sage not readable to eavesdropper but intelligible to the

two authorized parties of the communication, convention-

ally called Alice and Bob. During the past few years,

quantum key distribution (QKD) is thought to be one

ideal technology which meets the requirement.[1−13] These

protocols encode information on either single photons or

entangled photon pairs. However, practical conditions

limit the QKD communication distance and the key rates.

For example, the loss of single photon during transmission

is high. To overcome this difficulty, people have been look-

ing for a new information carrier. In 1999, Ralph first pro-

posed a protocol of quantum cryptography using continu-

ous variables.[14] Different from discrete variable commu-

nication, the two communication parties choose to mod-

ulate or measure the phase and amplitude quadratures of

a coherent state |α〉. If Alice chooses to modulate one of

the two quadratures and Bob happens to choose the same

quadrature, then they get certain results of the coherent

state. After the security checking process and error cor-

rection procedures, secure keys are then generated. The

intensity of coherent state is much stronger than single

photon source, so it seems to be a better resource in QKD

realizations. Now continuous variable QKD has attracted

much attention.[15−23] In continuous variable QKD, non-

classical beams are used as information carriers, such as

squeezed states, EPR correlated continuous variables, and

so on. The security of continuous variable quantum com-

munication is guaranteed by the commutation relation be-

tween the quadrature amplitude of light field. Ever since

then, rapid experiment progress has been made in contin-

uous variable quantum cryptography. In 2003, Grosshans

et al. finished their experiment on quantum cryptography

using coherent state.[24]

In 2003, Hirano et al. proposed a quantum cryptogra-

phy protocol using weak pulsed coherent state and pulsed

homodyne detection.[25] They also experimentally realized

BB84 QKD protocol using this method. The hybrid pro-

tocol encodes the keys on the phases of a coherent state

and reads out by pulsed homodyne detection. The se-

curity of this protocol has also been discussed.[26−28] In

this study, we generalize a deterministic quantum key dis-

tribution protocol using pulsed coherent state and homo-

dyne detection. Our hybrid protocol combines the idea

of continuous variable quantum cryptography and quan-

tum deterministic communication with faint laser pulses.

Therefore, the quantum keys are generated deterministi-

cally, and homodyne detection measurement lessens the

limitation of single photon detection.

The paper is organized as follows. In Sec. 2, we first

review the idea of deterministic quantum communication

and quantum cryptography using pulsed homodyne detec-

tion, and propose the idea of hybrid deterministic quan-

tum key distribution protocol. In Sec. 3, we analyze the se-

curity of our protocol against intercept-resend and Trojan-

Horse attacks. And the last section is our conclusion.

2 Deterministic Quantum Key Distribution

Using Pulsed Homodyne Detection

The idea of deterministic quantum communication us-

ing discrete variables was first proposed in Refs. [5, 29]

in which the keys were generated deterministically. In

Ref. [29], the protocol contains two-round communica-

tion. At first, Bob produces a series of single pho-
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tons randomly in one of the following states: |H〉, |V 〉,
|+〉 = (1/

√
2)(|H〉 + |V 〉), |−〉 = (1/

√
2)(|H〉 + |V 〉), here

H and V represent the horizontal and vertical polariza-

tions of the photons respectively. Then the photons are

sent to Alice. For each photon, Alice chooses to perform

control procedure or coding procedure randomly. If she

chooses the control procedure, she performs measurements

on the photon in either X or Z basis. Otherwise, she per-

forms U0 = |H〉〈H | + |V 〉〈V | or U1 = |H〉〈V | − |V 〉〈H |
operations in the coding procedure. Then Alice and Bob

publicly compare the security checking photons and esti-

mate the error rate in communication. If the error rate is

lower than the security bound, Alice sends the remaining

photons back to Bob. Bob chooses to measure the photons

according to the original basis when he prepares them and

reads out the results of coding qubits. Then the two com-

munication parties share a key series deterministically.

In the QKD protocol proposed by Hirano et al.,[25] the

communication parties generate keys by producing and

measuring the coherent states: | ± α〉, | ± iα〉. The mea-

suring basis chosen by Bob are either X1 = (a + a†)/2 or

X2 = (a−a†)/2i quadratures. The coherent states are the

eigenstates of X1 and X2. When Alice and Bob happen to

choose the same basis, their results are in correspondence

with each other and a key is generated between them.

By combining the features in both the above-

mentioned protocols, we propose here a deterministic

quantum key distribution using pulsed continuous vari-

able. The setup of the protocol is depicted in Fig. 1 and

detailed procedure is shown as follows:

(i) Bob produces weak coherent laser pulses in coher-

ent state |α〉. The pulses pass the interferometer on

Bob’s side. The light in the upper path is used as

the local oscillator light and the light in the path

below is used as the signal light. Bob modulates

the signal light randomly using a phase modulator

by θ = 0, π/2, π, 3π/2 and the state transforms to

|αeiθ〉. By proper time delay, the two light pulses

are combined together and propagate to Alice.

(ii) When coherent pulses arrive at Alice’s side, with

probability p1 she chooses the encoding path and

modulates the signal light of the pulses with phase

φA = 0, π. With probability 1 − p1, Alice chooses

the control path and measures the pulse quadratures

of X1 or X2 using homodyne detections and saves

the results. The coding pulses are delayed by some

extending lines.

(iii) Alice announces publicly the results of security

checking qubits. If their results are in agreement,

they confirm that the channel is safe. Alice returns

the remain coded pulses back to Bob. Bob then

measures the coded pulses using homodyne detec-

tion with X1 or X2 basis according to their original

states.

(iv) For these security checking pulses, Alice compares

the results with Bob’s preparation. They can build

a correspondence with each other. For the cases they

choose the same basis but get the wrong result, they

define them as errors. If the error rate is lower than

the security bound, they can confirm that the com-

munication is secure.

(v) Bob then applies θB = {0, π/2} to the local oscillator

light and measures the coding pulses using balanced

homodyne detection. He then compares the cor-

responding phase differences with his original state

and gets the phase information θ = θA − θB deter-

ministically and reads out the phase θA that Alice

adds. Bob then selects some of the results and com-

pares them with Alice to prohibit Eve’s attack in the

second-round communication. If they confirm this

step is secure, the two parties finish their determin-

istic communication process.

Fig. 1 Deterministic quantum communication setups. ABS is asymmetric beam splitter which reflects most of the
light and transmits only a small portion. BC is the polarization beam combiner, and PBS is a polarizing beam splitter.
AT is an attenuator. PM and P are phase modulator and polarization filter respectively. Faraday rotator (FR) and the
PBS, play the role as a Faraday mirror.
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The normalized quadrature amplitude of the signal Xθ

is related to the results of the photodiodes Nθ and the

average photon numbers nLO: Xθ = Nθ/2
√

nLO. For a co-

herent state with proper α, the distribution of Xθ obeys

the Gaussian function in the X basis homodyne measure-

ment. As analyzed in Ref. [25], the state | ± iα〉 and the

state | ± α〉 cannot be distinguished by X1 measurement

in the region −X0 < x < X0. On condition that Alice

chooses the correct basis, Bob sets a threshold of X0. He

defines the bit value as 0 if x < −X0 and 1 if x > X0. In

this protocol, only Bob knows the initial states. Alice only

performs a phase shift on the unknown state to encode the

message. In this way, Alice needs not to know what the in-

coming states are while Bob knows Alice’s message deter-

ministically after the two-round communications. Quan-

tum key distribution and quantum deterministic commu-

nication can both be realized using the apparatus shown

in Fig. 1.

In the first round communication, when Alice receives

the pulses, she chooses to encode the key message with

phase φA = {0, π}. Bob’s signal state is in the coher-

ent state |αeiθ〉, here θ = {0, π/2, π, 3π/2}. The encod-

ing procedure divides Bob’s signal states into two groups:

{|α〉, |−α〉} and {|iα〉, |− iα〉}. The states transformation

takes place in their groups respectively after Alice’s phase

encoding.

After the security checking procedures, she returns the

pulses back to Bob if the channel is secure. The states

|α〉 and | − α〉 can only be distinguished when Bob ap-

plies a phase shift 0 on the local oscillator light and using

balanced homodyne detection which is X1 basis measure-

ment. The phase difference θ = θA − θB can be read

out when θ = {0, π}. The states |iα〉 and | − iα〉 can

only be distinguished when Bob chooses the phase shift

π/2 on the local oscillator light and then performs the

balanced homodyne detection, which is the X2 basis mea-

surement. The phase difference can be read out when

θ = {π/2, 3π/2}. The correspondence between the mea-

suring bases and phase difference is shown in Table 1.

Table 1 Correspondence between bases and phase dif-
ference.

Phase B0 Bπ/2 Bπ B3π/2

A0 X1 X2 X1 X2

Aπ X1 X2 X1 X2

In Bob’s decoding process, he sets a range of the value

x of the homodyne measurement result: x < −X0 or

x > X0. In this distribution area, we can distinguish

the classical information 0 (when x < −X0) or 1 (when

x > X0). In the area −X0 < x < X0, the state | ± iα〉
are overlapped and cannot be distinguished. This would

induce an increasing of bit errors, so we omit it in our

communication protocol. For the purpose of high effi-

ciency and low error rate, we expect to set a proper X0

in the range of pulsed continuous variable to avoid the

overlapping of distribution function which cannot be dis-

tinguished by homodyne detection.

3 Security Analysis

The security of continuous variable quantum commu-

nication is guaranteed by the commutation relations of

quadrature amplitudes. In our protocol, any eavesdrop-

ping behavior will be discovered in the security checking

procedures. In the communication process, Alice chooses

randomly part of her pulses with probabilities p = 1 − p1

to check the security of communication and compare these

results publicly with Bob in the two-round transmission.

If the error rate is higher than the security bound, they

believe that the channel is insecure, and the weak coher-

ent pulses may be eavesdropped. Now we will discuss the

two main kinds of eavesdropping strategies and show that

our protocol is secure against them.

As analyzed in Ref. [26], the eavesdropper, so called

Eve, performs an intercept-resend attack on the coherent

states. She has two kinds of strategies:

(i) Eve blocks the coherent state pulses in the first

round, measures them and sends fake pulses to Al-

ice in certain states according to her results. She

chooses to measure X1 or X2 basis, with half of

the probabilities she gets the wrong results and in-

creases the error rate in Alice’s security checking

procedures. Alice will discover Eve’s existence by

security checking and abort the transmission.

(ii) Eve eavesdrops the pulses which carries phase shift

information added by Alice on them in the second

round. Eve has to guess Alice’s phase shift and

choose to perform either X1 or X2 measurement. It

is obvious that Eve cannot differentiate phase shift

correctly. Since she did not know the original state,

the result is completely random to her. Also this

behavior will induce errors in the result when Bob

performs his security checking in the last step of the

protocol.

Next we will consider the Trojan-Horse attack in de-

terministic quantum key distribution. In this attack, since

pulses are in the state |αeiθ〉, Eve modulates a coherent

pulse in the same state as the probe pulse. She then at-

taches her coherent pulses into each signal pulse with the

same frequency in the time slot. The security checking

process is similar to BB84 QKD.[1] Eve cannot modulate

her pulses similar to Bob’s signal pulses since the orig-

inal phases of the signal coherent states are completely

random for her. The signal state then becomes a mixed
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coherent state. With probability 1− p1, her Trojan-Horse

pulses pass the control path and been measured by Alice.

If Alice happens to choose the same basis with Bob on

such state and they should generate consistent results, i.e.

the phase of signal pulse is π/2 at the time slot and Eve’s

pulse is 3π/2. With (1 − p1)/2 probability, Alice chooses

the right measuring basis which fits Bob’s original state.

Eve’s pulses would induce errors during measurement on

Alice’s side. With (1 − p1)/4 probability, the legitimate

parties find an increase of error rate and discover the ex-

istence of Eve.

4 Conclusion

In this study, we propose a protocol of determinis-

tic quantum communication with pulsed homodyne de-

tection. The coding strategy depends on the choice of

phase difference on the local oscillator light and signal

light. Keys are generated deterministically on Bob’s side.

It is a more practical method for quantum communica-

tion since the photodiodes are used instead of single pho-

ton detectors to perform homodyne detection. Moreover

the efficiency depends on the threshold of X0 and average

photon number of weak laser pulses. Two-way security

checking is needed in this protocol. The security is also

discussed against intercept-resend and Trojan-Horse at-

tacks. Eavesdropping behavior will increase the bit error

rate on the communication parties and will be discovered.
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